
500 MILLION BLOCKED 
THREAT MESSAGES: 

IT SECURITY UPDATE
ERNIE SOFFRONOFF

DIRECTOR, WSE IT

ERNIE.S@JHU.EDU



A BIG SCARY NUMBER!

• In 2020, 61% of email blocked at 
Internet border before going to 
mailboxes

• That’s actually down from 2017, when 
about 75% of email was blocked

• There are about a dozen layers of 
protection to traverse for email 
messages coming from outside JH

• Other tools to clean up threat messages 
that do make it through

• Ten times more blocked email than 
Elvis fans?



REMEMBER:

Everything discussed here as being good for 
Hopkins also applies to your own personal 
online security.



AGENDA

• Terminology
• Are the threats real?
• What are our risks?
• What should we do?
• Questions?



TERMINOLOGY



WHAT IS IT SECURITY?

• We are considering Confidentiality, 
Integrity, and Availability

• Not everything needs to be secure, 
but it’s important we understand 
and accept the risks of the degree 
of security applied

• How would you want this handled if 
it was YOUR information?

Negatively affect 
your JHU career

Incur 
Fines and 

Audits

Damage 
the 

Institutions 
Reputation



WHAT IS PERSONALLY IDENTIFIABLE INFORMATION?

It includes, but is not limited to:

• SSNs

• Dates of Birth

• Financial Account Information

• Driver’s License Numbers

• Credit Card Numbers

• Health Information

PII is often more sensitive in 
combinations than in isolation:

• Email address: not sensitive

• Last four of SSN: not (that) sensitive

• Together? Very sensitive!



ARE THE THREATS REAL?



HIGHER EDUCATION CYBER ATTACKS



ABOUT BREACHES

Source: Verizon 2020 Data Breach Investigation Report



MORE ABOUT BREACHES

Source: Verizon 2020 Data Breach Investigation Report

Frequency
819 incidents, 228 with confirmed data 
disclosure
Top Patterns
Miscellaneous Errors and Web Applications 
represent 81% of breaches
Threat Actors
External (67%), Internal (33%), Partner (1%), 
Multiple (1%)
Actor Motives
Financial (92%), Fun (5%), Convenience (3%), 
Espionage (3%), Secondary (2%)
Data Compromised
Personal (75%), Credentials (30%), Other (23%), 
Internal (13%)



MORE ABOUT BREACHES

Source: Verizon 2020 Data Breach Investigation Report



WHAT ARE OUR RISKS?



PHISHING… TAX FRAUD…



CRYPTOLOCKER? WANNACRY?



DISCLOSURE NOTIFICATION



WHAT SHOULD WE DO?



VERIZON 2020 DATA BREACH INVESTIGATION REPORT 
TOP CONTROLS FOR EDUCATION

1. Implement a Security Awareness and 
Training Program

2. Boundary Defense
3. Secure Configuration – PLEASE REBOOT 

WEEKLY

NEW: MyLearning “JHU Electronic 
Information Security and Data 
Management”

https://lms14.learnshare.com/dashboard/dash.home.aspx?Z=Cvz7rlERBiINCk3kFkMDWh6IXkiNCE8kT9PN4yOZBM08j%2fzA7sObToULuL979h7OcGmKDmVoblOqPgpbXeIw%2fQNznklQ3g5aZwZ%2bP9R8CXU%3d


Problem Responses

Phishing (or other threat) Email • Healthy skepticism
• Look for traits of “real” login page
• Forward messages to spam@jhu.edu
• Don’t use external mailbox (Gmail) for work email

Stolen Credentials • Multi-factor authentication
• Don’t reuse passwords
• Password rotation, password quality
• Notifications on account activity

Malware and Cryptolocker • Keep patches up to date
• Back up files to server, or use desktop backup
• Use OneDrive
• Be mindful of what networks you connect to

Information Disclosure • Minimize retained data in scope and time
• Encryption for devices
• Share data using OneDrve, [secure] email service
• Hygiene for your desk (shred papers, lock workstation)



Name JHED Birthdate SSN

Person, Newest nperson7 August 19, 1999 012-34-5678
Person, Middle mperson4 March 25, 1985 876-54-3210
Person, Oldest operson1 June 5, 1970 123-45-6789

Name JHED Birthdate SSN

Person, Newest nperson7 (redacted) 5678
Person, Middle mperson4 (redacted) 3210
(redacted) (redacted) (redacted) (redacted)

From this:

To this:

CAN YOU LIMIT WHAT DATA COULD BE LEAKED?


